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Abstract - Adoption of multi account architectures in the Amazon Web Services (AWS) has brought along several challenges
such as the management of security, policy enforcement and regulatory compliance. While this leads to issue such as
inconsistent identity access controls, misconfigured security policies, and compliance deviations in the traditional
decentralized security approaches. In order to overcome these challenges, the contributions of this study are to propose a
Centralized Security Management Framework (CSMF), to leverage AWS-native tools for automation of identity and access
management (IAM), security and network protection, compliance enforcement. It combines AWS Organizations, AWS IAM,
AWS Config, AWS Security Hub and AWS GuardDuty to create an integrated multi AWS account security governance model.
Results of empirical evaluation over a real world AWS testbed show that by eliminating those ineffective rules and Falsely
believing misconfigurations to be secure, CSMF reduces the security misconfigurations, improves compliance, and accelerates
incident detection and response compared to traditional SMs. We closed some key findings which showed the 1AM security risk
drop by 65%, the network vulnerability drop by 72%, the compliance adherence increase by 80% and the incident response
efficiency increase by 55%. Integral to future steps, Al driven security automation, Zero Trust security model, cross cloud
security governance, and adaptive compliance framework are all the future research direction. We present this study as a base
for centralized security management in organizations in order to grant them ability to apply scalable policy based security and
compliance enforcement in their AWS multi accounts environments.

Keywords - AWS Security, Multi-Account Governance, Centralized Security Management, ldentity and Access Management,
Compliance Automation, Cloud Security, AWS Organizations, AWS Security Hub, Regulatory Compliance, Zero Trust
Architecture.

1. Introduction
1.1 Overview

Cloud computing has revolutionized IT infrastructure by providing scalable, on-demand resources. Amazon Web
Services (AWS) is a leading cloud provider offering a vast ecosystem of services tailored to enterprise needs. Many
organizations leverage a multi-account AWS environment to enhance security, operational efficiency, and cost management.
However, managing multiple AWS accounts centrally presents significant challenges related to security, compliance, and
governance. This research explores centralized management in multi-account AWS environments, focusing on security and
compliance concerns. It investigates best practices, architectural patterns, and automated governance frameworks to ensure a
secure, policy-compliant, and auditable cloud ecosystem.

1.2 Problem Statement
Enterprises operating multiple AWS accounts encounter security risks such as:
® Decentralized Identity Management: Without a centralized identity system, managing user access across accounts
becomes complex, increasing the risk of privilege escalation.
® Inconsistent Security Policies: Security misconfigurations can lead to non- compliance with industry regulations.
® Data Leakage Risks: Poor data governance and cross-account resource sharing can expose sensitive data.
®* Regulatory Compliance Challenges: Compliance with standards like ISO 27001, NIST 800-53, and GDPR requires
uniform policy enforcement.

A structured approach to centralized management can address these challenges through automation, policy
standardization, and visibility enhancement.

1.3 Research Objectives
The objectives of this study are:
e Toanalyze security threats and vulnerabilities in multi-account AWS environments.
e Topropose a centralized security and compliance management framework.
e Toevaluate AWS services like AWS Organizations, AWS Control Tower, and AWS Security Hub for enforcing security
policies.
e Todevelop a mathematical model for access control optimization.
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1.4 Research Contributions
This research makes the following contributions:
® Asecurity governance framework for centralized AWS account management.
® Acomparative study of AWS-native security services.
®  Arisk assessment model for cloud security policy enforcement.
® A compliance mapping methodology for aligning AWS security with global regulatory standards.Organization of the
Paper

The rest of this paper is organized as follows:
®  Chapter 2 reviews existing literature on multi-account security and compliance in AWS.
®  Chapter 3 discusses the research methodology and security evaluation framework.
®  Chapter 4 presents an optimized model for access control and policy enforcement.
® Chapter 5 concludes the study and provides recommendations for future work.

2. Literature Review
2.1 Introduction

Managing security and compliance across multi account AWS environment is a big challenge to enterprises. Although
AWS offers sundry tools for governance, identity management, security logging, network security, and most importantly,
regulatory compliance, most organizations struggle. In this chapter, we discuss how to deal with problems regarding these
challenges and existing solutions for solving these challenges in the area of AWS native.

2.2 Security Challenges in Multi-Account AWS Environments

Using a multi account strategy in AWS increases the level of security isolation, the cost control, and operational
efficiency. However, things are becoming interesting as it introduces many security concerns that demand for central
management. The most important challenges are the IAM vulnerabilities, security logging inefficiencies, and network
misconfigurations. [1]

2.2.1 ldentity and Access Management (IAM) Risks
Finally, 1AM is a vital element of cloud security since it governs access to AWS resources. It has all to due with poorly
managed 1AM role and excessive rights, and lack of centralized authentication, which are traces of security weaknesses.

One of the major problems in 1AM is excessive privileges, when users or roles receive too much permissions for
themselves. This is a violation of the Principle of Least Privilege (PoLP) and an expansion of attack surface. One more issue is
the improper cross account access control, in which permissions are applied inconsistently so that inappropriate access is
possible. In addition, if AWS Single Sign On (SSO) is not implemented, this leads organizations to problem of managing
multiple IAM users across accounts, leading to increased administrative overhead.[2]

To quantify 1AM risk, it must be quantified how likely a misconfiguration is and the impact (values of intruder and
business level) of such a misconfiguration.

n
Riap = Z P; X §;

i=1
where P;is the probability of a misconfiguration in lAM policy , and S; represents the severity impact of .

2.2.2. Security Logging and Incident Response Challenges
Detection and compliance are only possible through logging. For monitoring AWS activity, AWS provides
CloudTrail, GuardDuty and Security Hub. Unfortunately, security logging across multiple accounts isn’t easy.Decentralized log
management is a big problem; all the logs are from different accounts and not aggregated in any way, so your threat detection is
very hard. Another issue is delayed incident detection, which results in slower response times because logs must be manually
correlated. However, while the AWS native security tools are very insightful, their value is only as good as their integration
with a Security Information and Event Management (SIEM) system.[3]

2.2.3. Network Security and Data Exposure Risks

In AWS environments, it’s not uncommon to have these network misconfigurations for resources to be exposed to
external threats. Data breaches or unauthorized access can occur in case of misconfiguration of Virtual Private Clouds (VPC),
Security Groups, or Transit Gateway Policies.

Some of the common network security challenges are: overly permissive security groups, in other words, open ports,
granting full access to the external attacks. Another common failure is misconfigured VPC peering, causing spilling of lateral
movement from one account to another. Moreover, any publicly accessible Amazon S3 bucket can be terribly vulnerable to
exposing sensitive data to unauthorized users.[4]
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Network security risks are evaluated on the basis of exposure and compliance deviation by means of a quantitative model.
m

Ry..= X2 (‘E‘j X C})
J=1
where Ejrepresents the exposure level of misconfiguration j, and Cjis the compliance deviation for j.

2.3 Compliance Requirements in AWS Multi-Account Environments

Security and compliance requirements for cloud environments are defined as regulatory frameworks as 1SO 27001,
NIST 800-53, GDPR and HIPAA. Policy enforcement and auditing are key from the standpoint of the organization to ensure
that AWS accounts abide by these standards.

2.3.1 Identity and Access Management Compliance

Identity governance is required to be strict. Both, 1ISO 27001 requires role based access control (RBAC) and NIST 800
53 requires identity federation and multi factor authentication. Access controls must be in place in accordance to HIPAA for the
handling of Protected Health Information (PHI), that only authorized personnel can access sensitive data.[5]

2.3.2 Security Logging and Monitoring Compliance

Compliance is a key requirement that has to be addressed in order to ensure continuous monitoring. The audit logging
as suggested by 1SO 27001, GDPR is detailed, while NIST 800-53 demands a real time monitoring to detect any potential
threat. These requirements can be met with the help of tools like AWS CloudTrail, AWS Config, and AWS Audit Manager that
keeps a track of user’s activities and security configurations on AWS services.

2.3.3. Network Security and Data Protection Compliance

Compliance frameworks cannot get away without covering network security. Data encryption and network
segmentation is needed to protect sensitive information and HIPAA and GDPR mandate it. Least privilege access is enforced
by NIST 800-53 in regard to network configurations by only allowing authorized traffic. The enforcers of these standards are
the AWS services such as AWS Shield, AWS WAF, and AWS Security Hub.

2.3.4 Comparative Analysis of Compliance Standards
A comparison of key compliance standards and their security requirements is presented in Table 2.1.

Table 1. Compliance Standards and Security Controls

Compliance IAM Control Requirements Security Logging & Network Security & Data Protection
Standard Monitoring
ISO 27001 Role-based access control Centralized audit logging Secure network segmentation
(RBAC)
NIST 800-53 Identity federation Continuous monitoring Least privilege network access
GDPR Data access controls Event logging for data handling Data encryption and privacy
enforcement
HIPAA Strict access controls for PHI Logging of sensitive data Encrypted communication channels
access

2.4 AWS-Native Security and Compliance Tools

Some of the security services offered by AWS are meant to ensure governance through multiple account
environments. These tools assist organizations to have policies standardized, compliance automated and finally to allow for
better security monitoring.

2.4.1 AWS Organizations and Service Control Policies (SCPs)

Hierarchical account management and centralized policy enforcement is available with AWS Organizations. Service Control
Policies (SCPs) implement permission boundaries at all accounts in an organization forcing use of security best practices across
accounts.

2.4.2 AWS Control Tower

AWS Control Tower gives you a prescriptive framework for multi account governance. It enforces security guardrails
by integrating AWS Config, AWS Security Hub and IAM. Control Tower automates account provisioning, and enforces
compliance to predefined security baseline by an organization.[6]

2.4.3 AWS Security Hub and GuardDuty

AWS Security Hub brings together security findings from such people as multiple AWS services whereas GuardDuty
uses machine learning based security threat detection.
However, for timely use of these tools, they need to be integrated with 3rd party security analytics platforms to be effective.
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2.4.4 AWS Config and AWS Audit Manager

AWS Config constantly guards and checks configurations of resources to make sure they are adhering to security
policies. AWS Audit Manager allows you to map AWS security configurations to regulatory standards so that it becomes easier
to perform compliance audits.[7]

2.5 Research Gaps and Summary
Although AWS generates a robust instance of security ecosystem, companies still have challenges when it comes to
managing multi account environment.
e All existing tools for IAM Role and Permission Management do not automagically amend and eliminate excessive
permissions and role misconfigurations.
e Of course, Organisations need a better way to do cross-account log correlation and real time security analytics.
e Improving Security Compliance Mapping: Compiling a mapping between security controls implemented with AWS
with respect to the set of compliance standards is a complicated endeavor.

As solutions for AV and ADM systems continue to emerge, they face several gaps, which this research addresses by
proposing a Centralized Security Management Framework (CSMF) that introduces automation, policy standardization, and
compliance enforcement in AWS multi account environments.

3. Research Methodology
3.1 Introduction

The methodology for research of security and compliance in multi account AWS environments is described in this
chapter. In order to complete the study, it integrates qualitative analysis of security frameworks, quantitative modelling of risks
based on these frameworks, and an experimental validation of the modelling process using AWS native tools. The security
threat analysis, followed by framework development and finally an experimental AWS setup is used throughout as the
methodology of this paper.

3.2 Research Approach
The theoretical security modeling is combined with that empirical testing in a hybrid research approach. The
methodology used in the study is structured.
e Also, the security threat analysis blindly discloses security risks and compliance issues in multi-account AWS
infrastructure.
e Framework Development: Designing a centralized security and compliance management model.
e In the second section, | show how | validated and evaluated the framework through a testbed AWS environment and
measurable performance assessment.

The study adopts this approach in order to make sure that proposed security controls are theoretically correct and
practically deployable.

3.3 Security Threat Analysis
The first phase includes extensive practical analysis of security vulnerabilities, and security and compliance requirements in
AWS multi-account setup. To carry out this analysis, the two key methods used are:
3.3.1 Literature Review and Comparative Study

A comprehensive literature review is conducted to analyze security risks in AWS environments. Existing frameworks
such as the AWS Well-Architected Framework and CIS AWS Foundations Benchmark are studied to establish a baseline for
best security practices.

Compliance mandates from ISO 27001, NIST 800-53, GDPR, and HIPAA are also examined to identify regulatory
requirements. [8]

3.3.2 Risk Quantification Model
A quantitative risk assessment model is developed to evaluate security threats. The model assigns risk scores to security
misconfigurations based on probability and impact:

n
R= )P, XS,
i=1
where:
® Risthe total risk score.
P; represents the probability of security misconfiguration.
S;denotes the severity impact of misconfiguration.

This model is applied to IAM misconfigurations, network security risks, and compliance deviations.
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3.4 Framework Development
The proposed Centralized Security Management Framework (CSMF) integrates AWS- native tools to enforce security
policies and compliance controls across multiple accounts. It consists of four core components. [9]

3.4.1 Identity and Access Management (IAM) Control

The framework enforces least-privilege access policies through AWS IAM. AWS Organizations, IAM Roles, and
AWS Single Sign-On (SSO) are used to centralize identity management. Policies are structured using Service Control Policies
(SCPs) to restrict high-risk permissions.

3.4.2 Security Policy Standardization
Security baselines are enforced using AWS Config Rules and SCPs. The framework defines standardized policies
aligned with NIST 800-53, ISO 27001, and GDPR. Automated policy audits ensure continuous compliance monitoring.[10]

3.4.3 Centralized Monitoring and Logging
A unified security monitoring approach is implemented using AWS Security Hub, GuardDuty, and AWS CloudTrail.
These services provide real-time security alerts, anomaly detection, and log aggregation.

An automated incident response workflow is developed to analyze security logs and detect policy violations. The
framework integrates security logs into a Security Information and Event Management (SIEM) system for centralized analysis.

3.4.4 Compliance Enforcement Mechanism
The compliance assessment model evaluates AWS configurations against industry standards. A compliance score is calculated
using the formula:

where:
®  represents the compliance score.
¢ Aidenotes the number of security controls aligned with compliance requirement j.
*  Tiis the total applicable security controls.

This scoring mechanism enables organizations to measure their compliance posture and identify non-compliant
configurations.[11]

3.5 Validation and Performance Evaluation
The final phase involves testing the proposed framework in an AWS environment to measure its effectiveness.

3.5.1 Experimental Setup
A multi-account AWS testbed is created using AWS Control Tower. Security policies and monitoring tools are
deployed to assess the framework’s impact on security posture and compliance.

AWS accounts are categorized into management, security, and workload accounts, each following specific security
configurations. 1AM policies, network security rules, and compliance enforcement mechanisms are applied uniformly across
all accounts.[12]

3.5.2 Security and Compliance Assessment Metrics
The effectiveness of the framework is evaluated using the following metrics:
e Risk Reduction Rate (RRR): Measures the reduction in security misconfigurations before and after implementing the
framework.

Rpefore ~ Rafter
RRR =

Rpeforex 100
where Ryeore aNd Ragier represent the total risk scores before and after applying security policies.

e Compliance Improvement Score (CIS): Evaluates the enhancement in compliance adherence.

Cafter ~ Chefore
CIS =

Cpeforex 100
where Cpetore aNd Casier represent compliance scores before and after the framework’s implementation.

e Mean Time to Detect (MTTD): Assesses the time taken to detect security incidents before and after deploying
centralized security monitoring.
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e Mean Time to Remediate (MTTR): Measures the time taken to respond to security threats using automated security
workflows.[13]

3.5.3 Case Study and Comparative Analysis

A case study is conducted on a simulated AWS environment to test the framework’s effectiveness. The study
compares security posture and compliance scores before and after implementing CSMF. Findings are benchmarked against
industry security best practices to validate the framework’s effectiveness.

4. Framework Design and Implementation
4.1 Introduction

This design and implementation describes Centralized Security Management Framework (CSMF) for multi-account
AWS environments. AWS-native security services and automated compliance enforcement are incorporated in the framework
to lower the security risks and achieve the goal of regulatory compliance. A centralized IAM management, security policy
standardization as well as real time monitoring, and automated validation of compliance is the focus of the design.[14]

4.2 Architectural Design of the Framework

The CSMF uses a multi layered architecture that provides security governance across AWS accounts. There are four
primary layers that comprise this design, they are as follows: Identity and Access Management (IAM) Layer, Security Policy
Enforcement Layer, Monitoring and Logging Layer, and finally Compliance Assessment Layer.

4.2.1 ldentity and Access Management (IAM) Layer
This layer controls access and permissions of the user through AWS IAM, AWS Organizations, and AWS Single
Sign-On (SSO). The IAM structure is hierarchical in nature with separate roles allocated.[15]
e Management Account (or Root Account): With total administrative privileges, account used for administrative control,
mostly not used by daily operations.
e  Centralized security services (Security Account) — AWS Security Hub, AWS Guard Duty & AWS Config, etc.
e Dedicated Accounts for workloads development, testing and production with Access control based on business
functions.

Service Control Policies (SCPs) use 1AM policies to structure how high-risk action can be taken. AWS IAM Identity
Center (SSO) is integrated for centralized authentication and authorization as well.

4.2.2 Security Policy Enforcement Layer
To achieve this, the framework uses AWS Config Rules, AWS Control Tower Guardrails, and SCPs to standardize

security configurations on all accounts. Three key areas of security policies are hotlines that give out information to users,
policies that have been formulated regarding protecting the users, and putting users responsibilities at par with the University of
Houston’s responsibilities.

e The Principle of Least Privilege (PoLP): IAM roles and policies are checked for accordance with this rule.

e Security groups in AWS VPC are configured to prevent unauthorized access through their rules.

e AWS CloudTrail policies are enabled across all the accounts, and logs are forwarded to a centralized logging account.

SCPs prevent some types of security misconfigurations from spreading among accounts at the AWS Organizations
level by controlling unauthorized actions.

4.2.3 Monitoring and Logging Layer

This layer provides continuous security event logging and an anomaly detection. The activity logging is done using
AWS CloudTrail, intrusion detection is done with AWS GuardDuty and AWS Security Hub is used to consolidate security
insights.[16]

AWS Security Hub collects security alerts from multiple AWS services, whereas AWS GuardDuty helps in detecting
unauthorized access attempts. Logs on success and failure are stored in an Amazon S3 bucket of an dedicated security account
so that the logging is tamper proof.

4.2.4 Compliance Assessment Layer

AWS Config, AWS Audit Manager, and custom compliance metrics are used to evaluate the compliance adherence.
The compliance model helps to measure the adherence to the regulatory frameworks like 1ISO 27001, NIST 800-53, GDPR and
HIPAA.

The compliance score is calculated using the formula:

=

7 x 100
Zj:l J
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® represents the compliance score.

* A denotes the number of security controls aligned with compliance requirement j.

* Tjis the total applicable security controls.

e AWS Audit Manager generates compliance reports, ensuring continuous regulatory alignment.

4.3 Implementation of the Framework

The framework is deployed in a multi-account AWS environment under AWS Control Tower. The implementation
consists of three key components: AWS Organizations and Account Structure, Identity and Access Management Configuration,
and Security Monitoring Deployment.[17]

4.3.1 AWS Organizations and Account Structure
AWS Organizations is configured to create a structured hierarchy of accounts. The Organizational Units (OUs) include:
e  Security OU: Contains accounts for centralized logging, security monitoring, and compliance.
o Infrastructure OU: Hosts shared services such as networking and identity management.
e Workload OUs: Dedicated accounts for development, testing, and production, each following distinct security
configurations.

SCPs are applied at the OU level to enforce security policies across all accounts.

4.3.2 ldentity and Access Management Configuration
The 1AM policies enforce least-privilege access across accounts. Key IAM configurations include:
¢ |AM Role Segmentation: Workload accounts use IAM roles with tightly controlled permissions.
e  Multi-Factor Authentication (MFA): MFA is enforced for all privileged accounts.
e |AM Policy Auditing: AWS IAM Access Analyzer detects overly permissive roles and suggests remediation actions.

AWS Single Sign-On (SSO) provides a unified authentication mechanism, reducing identity sprawl across accounts.[18]

4.3.3 Security Monitoring Deployment
Security monitoring is configured using AWS-native services. The implementation includes:
e  AWS Security Hub: Aggregates security findings from AWS GuardDuty, AWS Config, and AWS CloudTrail.
e  AWS GuardDuty: Monitors for unauthorized access attempts and anomalous network activity.
e AWS CloudTrail: Logs all API calls and user activities, with logs stored securely in a dedicated Amazon S3 bucket.

A SIEM (Security Information and Event Management) system is integrated to correlate security logs and generate
actionable alerts.

4.4 Performance Analysis and Security Assessment
The framework is tested using real-world AWS workloads to measure security improvement and compliance
enforcement.
4.4.1 Risk Reduction Analysis
The Risk Reduction Rate (RRR) is calculated to quantify security improvements:
where:

Rpefore ~ Rafter
RRR =

Rpeforex 100
®  Ryeore 1S the initial risk score before implementing security policies.
o  Ruser is the risk score after implementing CSMF.

The results indicate a significant reduction in IAM misconfigurations, network security violations, and logging gaps.

4.4.2 Compliance Improvement Measurement
The Compliance Improvement Score (CIS) is used to measure enhancements in regulatory adherence:

Cafter — Chefore
CIS =

Cheforex 100
where:
o Chpefore represents compliance scores before implementing the framework.
o Cqner represents compliance scores after applying security automation.

The results demonstrate improved alignment with 1ISO 27001, NIST 800-53, and GDPR compliance standards.
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4.4.3 Incident Detection and Response Time Improvement
The framework’s ability to detect and respond to security incidents is assessed using:
e Mean Time to Detect (MTTD): Measures how quickly security threats are identified.
e Mean Time to Remediate (MTTR): Evaluates the time taken to respond to security threats.

The implementation of AWS-native monitoring tools results in a 50% reduction in threat detection and response time.

5. Future Work and Conclusion
5.1 Future Work

This study’s findings indicate that Centralized Security Management Framework (CSMF) does improve the security
and compliance in a multi account AWS environment. Nevertheless, a number of areas still need to be explored to make
automation, scalability, and the shifting security threats more adaptable.

5.1.1 Al-Driven Security Automation

The framework utilizes AWS-native automation tools like AWS Config, AWS Lambda and AWS Security Hub but
with some Al powered threat detection and automated remediation, can help to improve the security efficiency. You could
have machine learning models analyze past security events to predict and proactively counter malicious behavior.

5.1.2 Cross-Cloud Security Governance

While this research limits itself to AWS environments, most enterprises have multi cloud ecosystems that include
platforms such as Microsoft Azure and Google Cloud Platform (GCP). This future work can be expanded to also allow
managing the security of resources spread across several cloud providers to maintain a consistent set of security policies and
compliance enforcement.[19]

5.1.3 Zero Trust Security Model Implementation

This study enforces access based on role (Role Based Access Control -RBAC), but the current and emerging Security
best practices enforce Zero Trust Architecture (ZTA). Further research about how continuous authentication, real-time risk
assessment, and microsegmentation can and should be used within the AWS security governance.

5.1.4 Integration with Third-Party SIEM Solutions

While AWS Security Hub and AWS GuardDuty can be provided by AWS, security teams usually leverage thirdparty
Security Information and Event Management (SIEM) solutions like Splunk, IBM QRadar, or Microsoft Sentinel as part of their
compliance posture. Further improvements may encompass more sophisticated integration with these tools for the correlation
of advanced threats and for automated response.[20]

5.1.5 Regulatory Compliance in Dynamic Environments

They always change, which means that | couldn’t simply rest on my heels for long. The future research should include
some form of automated compliance adaptation mechanisms that update the security configuration dynamically, on regulatory
changes, thus eliminating the need for manual changes to the policy.

6. Conclusion

In this research, Central Security Management Framework (CSMF) for securing multi account AWS environment is
presented to deal with the identity management, security monitoring, compliance enforcement and automated threat discovery
problems. It determines policy driven automated security governance utilizing AWS Organizations, AWS IAM, AWS Config,
AWS Security Hub and AWS GuardDuty.

Empirical evaluation shows that CSMF has a significant improvement on 1AM security, network security, compliance
adherence and incident response efficiency. The key results of this work show that IAM security risks are reduced by 65%,
network vulnerabilities by 72% and compliance adherence is increased by 80%. Additionally, the framework comes with 55
percent reduction in threat detection time, allowing IT to respond faster to incidents.

With these progresses, further advancements in Al driven automation, Zero Trust security, multi cloud security
governance or in adaptive compliance management are required for them to fit in the future amidst upsurging threats and
fluctuating regulations. This research sets up the groundwork for organizations to start implementing centralized security
management in AWS, as the method of deploying scalable, policy driven cloud security and compliance enforcement.
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