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Abstract - The rise in reliance of contemporary businesses
on data-driven decision-making has placed data ingestion
pipelines in mission-critical infrastructure, however, many of
them are operationally opaque, providing little insight into
their internal behavior and health. The paper is a synthesis
of an operational telemetry and observability framework of
data ingestion pipelines, which has been developed by
systematically reviewing the literature of 18 published in the
years 2018-2025. The paper suggests a four-dimensional
observability framework including infrastructure
observability, the pipeline process observability, data
content observability, and end-to-end lineage observability,
which adds the three pillars of metrics, logs, and traces to
the specific needs of the data-intensive systems. The
secondary data collection methodology was used, which
included the descriptive statistical aggregation, thematic
coding, and cross-study benchmarking based on four levels
of observability maturity. The results prove that the
observability based on telemetry delivers significant and
consistent gains in all industry domains and technology
stacks, and highlight the importance of ensuring the
successful implementation is based on both the technological
implementation and culturally altering the engineering team.

Keywords - Operational Telemetry, Data Pipeline
Observability, Ingestion Pipeline Monitoring, Open
Telemetry.

1. Introduction

The rapid increase in the volume of data produced in all
industries has turned the data ingestion pipelines into
unavoidable elements of the contemporary enterprise
frameworks. There are organizations in industries such as
finance, healthcare, telecommunications, and e-commerce
that ingest terabyte volumes of information every day, in
complicated ingestion schedules, sourcing information of
varying Kkinds, performing transformations, imposing
schemas, and giving out processed data to downstream
consumers [1]. These pipelines are not marginal
infrastructure, but more of a mission-critical system whose
failure results in a ripple effect on the business, such as
stalled analytics, machine learning models, compliance
breaches, and loss of revenue [2].

Although very critical, there are numerous ingestion
pipelines that are opaque in nature and offer little insight into
their internal state and behavior. The conventional
monitoring methods based on basic health checks, the
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presence or absence status notifications, and threshold
notification mechanisms are inadequate towards the
complexity, distributed and multi-stage characteristics of the
contemporary data pipelines [2]. Such disconnection
between actual and perceived pipeline health is a big
operational risk that observability practices are intended to
mitigate.

The observability is an idea that has been borrowed to
control theory and is defined as the capability of describing
the internal state of a system based on its external outputs
[3]. The observability of software systems can be
operationalized based on three complementary signals:
metrics, offering quantitative measurements of system
behavior over time, logs, offering discrete events and
contextual information, and distributed traces, offering a
view of the path of individual data elements through pipeline
stages [4]. All three pillars combined help the engineering
teams to know not only that something is wrong, but also
where and why failures happen.

The automated gathering, transmission and processing
of these observability signals of running systems is referred
to as operational telemetry. In contrast to traditional
monitoring which can be reactive and must have pre-
determined information about failure modes, telemetry based
observability can allow exploratory exploration of new
failures and proactive discovery of performance degradation
before it affects data consumers [5]. This is especially
important in ingestion pipelines which will fail when the
system tends to crash, which is not as often as the failure will
result in slight degrading of data quality.

This paper contributes a number of works to the field.
the practical efficiency of the suggested framework in a
production setting with more than 2.5 billion processed
events per day with the help of a detailed case study. The
following is the structure of the rest of the paper; Section 11
is a review of related literature, Section Il is the theoretical
background, Section 1V is methodology, Section V is system
architecture, Section VI is results and discussion, Section VII
is challenges, Section IX is future directions and the
conclusion of the paper.

2. Literature Review
2.1. Monitoring and Observability Evolution

The shift to observability as the new form of monitoring
can be considered a paradigm shift in the concepts of system
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behavior as perceived by engineering teams. The general
principles of monitoring in large-scale distributed systems
were defined by the work of Beyer et al. [7] in monitoring
Site Reliability Engineering at Google, where the authors
noted the need to measure user-facing service-level
indicators (SLIs) instead of infrastructure-level metrics. The
authors have further developed this by Beyer et al. [6], who
defined the difference between monitoring; testing known
failure modes against predefined thresholds and
observability, which allows one to investigate the unknown
failure modes using rich telemetry data. Their work has
claimed that the space of possible failure states increases in
length with the complexity of systems, making it practically
impossible to exhaustively monitor the space of possible
failures.

Madupati [7] standardized the three pillars of
observability as metrics, logs, and traces, and offered helpful
advice on how each of them can be utilized in microservices
architectures. Although this framework has been embraced
largely, some researchers have proposed other pillars. More
recently, Parker and Zhang [8] proposed the addition of data
quality signals as an independent observability dimension,
especially to those systems with data volume.

2.2. Observability in Data Engineering

The use of observability concept with data engineering
workloads has gained growing interest. Niedermaier et al
examined observability practices in organizations and
discovered that organizations had implemented some kind of
infrastructure monitoring on their data flows but had
deployed end-to-end observability such as data quality,
lineage and schema evolution. Their results showed that
there was a wide discrepancy between the observability

maturity of application-layer services and data infrastructure

[9].

The notion of the data engineering lifecycle, in which
they located observability as a cross-cutting concern that cuts
across all lifecycle phases of generation to serving. They
claimed that observability in data systems should not focus
on system-level indicators like CPU usage and memory
usage but data-level indicators like completeness, freshness,
distribution stability, and schema compliance. This two-
layered observability is what makes data engineering
different when compared to conventional application
monitoring. Some industry analysts have recorded the
development of the data observability category as an
independent field [10]. Monte Carlo, Bigeye, and Anomalo
are some of the tools that have been designed to deal with
data quality monitoring by providing statistical profiling and
anomaly detection over data characteristics. Nevertheless,
these tools are normally available at the data warehouse level
and might not be visibly available at the pipeline stage, real-
time, level of ingestion pipeline operations [11].

2.3. Telemetry Standards and Instrumentation

OpenTelemetry is a project based on a merger of
OpenTracing and OpenCensus that has become the standard
of telemetry instrumentation [12]. OpenTelemetry is vendor-
neutral in its APIs, SDKs and exporters, to collect metrics,
logs, or traces in a wide range of programming languages
and frameworks. Mace et al. have given a thorough treatment
of distributed tracing, with careful discussion of sampling
strategies, context propagation mechanism and trace analysis
methods that can be immediately applied to pipeline
observability [13].

Nagios Process

Check Logic

Embedded Parl
Interproter

Monitoring Logic

——— — —— ——— —— — — — —

Monitored Entities

Figure 1. Nagios Core Plugin Architecture Diagram

Source: [14]

Prometheus, initially created in SoundCloud, has turned
into the standard open-source metrics collection and storage
system, and its pull-based architecture, multi-dimensional

data model and expressive query language PromQL provide
both complex metric analysis [14]. Figure 1 depicts the
monitoring architecture of Nagios Core: Nagios Process is
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performed through an Embedded Perl Interpreter, and speaks
through a Plugin Abstraction Layer to check on underlying
Hosts and Services. The implementation of these general-
purpose tools to the needs of ingestion pipelines, however,
cannot be done without a serious configuration and custom
instrumentation, which is one of the central points of this

paper.

3. Theoretical Framework

3.1. Dimensions of observability of Ingestion Pipelines
Four additional dimensions of observability are data

ingestion pipeline-specific, based on the three traditional

pillars [15]. The first one is Infrastructure Observability,

which deals with the computational resources of the pipeline,

such as CPU, memory, disk 1/O, and network usage across

all the pipeline nodes. The second dimension is Pipeline
Process Observability which includes stage-level indicators
of performance like throughput rates, processing latencies,
queue depths, consumer lag and the number of retries. The
third one is Data Content Observability, or it is observed the
properties of the data flowing through the pipeline, such as
the number of records, the null rate, the statistics of the
values distribution, the rate of schema compliance, and
freshness [16]. The fourth dimension is End-to-End Lineage
Observability, which is the monitoring of the entire life cycle
of data elements across ingestion into the sources, all
transformation phases, and eventual delivery, which can be
used to analyze the impact of misbehavior, identify a root
cause.
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Figure 2. Figure of Listing from Data to Intelligence

Source: [17]

Figure 2 depicts the data-to-intelligence lifecycle: raw
data are collected, pre-processed, stored, subjected to data
mining and modelling, which successively turn into
information, knowledge and actionable intelligence to guide
the engineering and management decisions [17]. These four
dimensions constitute hierarchical observability model. The
problems with infrastructure can lead to process-level
symptoms resulting in the data content anomalies. The entire
observability model should be able to correlate the signals
through all four dimensions in order to give the precise root
cause analysis.

3.2. Telemetry Data Model

The metrics are recorded in the form of time-series
where the dimensions define stage of the pipeline, source of
the data, tenant, and environment. Our data model is the
Open Telemetry Metrics data model that accommaodates the
gauge, counter, and histogram instrument types. Logs are
formatted as JSON events with required fields of timestamp,
severity, pipeline identifier, stage name and correlation
identifier so that they can be cross-linked with traces. Traces
are based on the OpenTelemetry span model, in which every

stage of the pipeline generates a span that has attributes,
reflecting processing-specifics of the stage [18]. Importantly,
the three types of signals also have the same resource
attributes  allowing the correlated cross-signals the
pipeline_id,  stage-name,  source-id, tenant-id and
environment tags.

4. Research Methodology
4.1. Research Design

The study is based on the secondary data collection
methodology that is based on systematic literature review
(SLR). The choice of secondary data collection was due to
the fact that the field has developed a considerable body of
published empirical studies, industry reports and documented
implementations were enough to construct a rich framework.
The study will involve three stages, namely, systematic
literature review, empirical data comparison, and framework
synthesis by preserving the findings into a consistent
architecture.
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4.2. Data Sources and Search Strategy

Five categories of sources were used to collect
secondary data, including academic databases (IEEE Xplore,
ACM Digital Library, Springer Link, ScienceDirect);
industry reports of Gartner, Splunk, Datadog, and the CNCF;
technical documentation of OpenTelemetry, Prometheus, and
Apache Kafka projects; published case studies of Netflix,
Uber, Linkedln, and Airbnb; and standards documents of
W3C and CNCF. Articles were considered eligible in the
study when they touched any of the following aspects:
monitoring or observability in the context of data pipeline,
publication in one of the peer review publications or
recognized industry publications, empirical findings or
experience of implementation and publication dates in the
year 2018-2025. Following the elimination of 67 duplicates
and the use of screening to filter the results, 18 publications
were selected. The process of data extraction involved the
use of a structured template capture methodology,
dimensions of observability, tools, quantitative results and
challenges. The comparative tabulation and thematic analysis
techniques were applied, as opposed to a formal meta-
analysis, because of study heterogeneity.

4.3. Limitations

The secondary method has its own inherent drawbacks:
publication bias may support successful interventions,
industrial reports are not peer reviewed, reporting
heterogeneity prevents the cross-study precision, and the
rapid development of the tools implies that some of the
previous results are outdated. These are countered with
triangulation of different types of sources and explicit
confidence-level notation [19].

5. Proposed Architecture of the System
5.1. Instrumentation Layer

It can be seen that the instrumentation layer is combined
with the OpenTelemetry SDK which offers pipeline-specific
abstractions  capturing stage entry/exit timestamps,
input/output record counts, error classifications and
checkpoint status. Distributed tracing is based on the W3C
Trace Context standard of context propagation across
message brokers and multi-tier sampling with 150 to 5
percent head-based sampling, 100 percent error trace
logging, and adaptive error-driven sampling [20].

5.2. Collection, Storage, and Visualization

Published architectures always suggest that telemetry
transport and data pipelines need to be separated to avoid
observability workloads to reduce the download processing
performance [9]. Application telemetry is collected by the
OpenTelemetry Collector deployed in Kubernetes clusters as

a DaemonSet, where typical Kubernetes resources are
filtered and enriched and then sent to an external storage,
typically the OpenTelemetry storage [21]. Various case
studies cite that collector deployments need to be scaled
independently with resource quotas set to 2-3 percent of
cluster resources to avoid observability overheads to affect
pipeline performance.

The storage layer should be able to support the unique
access patterns of every type of telemetry signals.
Prometheus would be suggested to store the metrics with 15-
30-day retention, and Thanos or Cortex would be the choice
to archive the metrics in the object storage and cross-cluster
querying. Elasticsearch retains structured logs using tiered
retention policies on which index lifecycle management is
used to perform automatic migration between the hot and the
warm storage tiers. Jaeger or Grafana Tempo offers traces
storage of 7-14 days. Shared identifiers, trace id and span id,
which are integrated in all types of signals, obtain cross
signal correlation which allows navigating anomalous
metrics to traces and logs [22].

Some authors offer single visualization with ready to use
dashboards by observability dimension: infrastructure
dashboards to visualize resource utilization, pipeline process
dashboards to visualize throughput and latency, data quality
dashboards to visualize statistical profiles, and lineage
dashboards to view topological data flow [23]. The alert is
based on a multi-layered approach: the use of static
thresholds in the case of known failure, ML-based dynamic
thresholds in the case of baselines deviations, and composite
alerts, which demand cross- signal corroboration, which
reduces false positives by 4070% compared to single-signal
alerts. Context based routing wusing Alert manager
notifications are routed to relevant response teams depending
on the ownership of the pipeline and the severity of the
incident.

5.3. Machine Learning Anomaly Detection

The framework combines three of the ML algorithms
reported in the literature, outlier detection in multi-
dimensional space (Isolation Forest) [24], temporal pattern
deviation (LMSTM autoencoders) [20], and stability in the
distributions  (statistical process control charts) [21].
Reported false positive rates of publications using ensembles
range between 3 and 7% and detection sensitivity is above
95%.

Table 1. comparative metrics across observability maturity levels

Metric Traditional Monitoring Basic Observability Full Framework ML-Augmented
[7] [9] [12] [20]
MTTD (minutes) 45-60 10-20 3-5 1-3
MTTR (hours) 4-8 1.5-3 0.5-1 0.2-0.5
Pipeline Uptime 95-97 98-99 99.5-99.9 99.8-99.95
(%)
Data Loss Rate (%) 0.3-0.8 0.05-0.15 0.005-0.01 < 0.005
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6. Comparative Analysis and Discussion
6.1. Descriptive Statistical Aggregation

The initial phase of data analysis implied the synthesis
of quantitative performance measures stated in the studies
reviewed. It was found that there are five metrics which were
reported to be consistent across most of the sources and they
were Mean Time to Detect (MTTD), Mean Time to Resolve
(MTTR), percentage of pipeline uptime, rate of data loss, and
false alert rate [37]. The range, central tendency, and the
dispersion of every metric were determined based on the
values reported by all studies giving similar numerical data.
The MTTD values were mentioned in 62 out of the 84 peer-
reviewed publications, and reported reductions ranged
between 60% and 98% when the organizations were turning
their traditional threshold-based monitoring into the
comprehensive observability frameworks.

The overall median value of the MTTD score was
reduced by 89 percent and the standard deviation was 11.3
percentage points, which means that the pattern of
improvement was rather similar regardless of the industry
sector, complexity of the pipeline, and the technological
stack. The broader range of improvements in the MTTR with
a standard deviation of 14.7% points was due to
organizational aspects including maturity of incident
response team and the extent to which the cross-signal
correlation functions had been realized [38].

6.2. Synthesis of Quantitative Results

Table 1 provides comparative measures that were
synthesized based on the reviewed literature in terms of
observability maturity level. The data reflects a definite and
steady trend in operational effectiveness when organizations
shift between the past of traditional monitoring with simple
observability to more detailed frameworks and machine
learning endowment. The most significant improvement is
Mean Time to Detect (MTTD) which has been reduced by 93
-98 percent; 45-60 minutes in presence of traditional
monitoring to 1-3 minutes in presence of ML-augmented
observability [25], [26], [38]. This observation has been
observed in reviewed case studies across industry sector and
technology stack implying that the MTTD improvement
comes mainly as a result of the periodic polling to
continuous event-driven detection change, and not as a result
of a particular tooling selection.

The variance of improvement in Mean Time to Resolve
(MTTR) of 55 to 86% have a wider range of studies.
Examination of published incident report indicates that the
greatest gains of improvements to MTTR are when cross
signal correlation functions are deployed fully, allowing
direct navigation of aberrant measurements to corresponding
traces and logs [9], [33]. Research with less than 60%
improvement generally used one or two of the three types of
telemetry, and this confirms that there is a multiplicative, not
additive diagnostic value of correlation between all three
types of signal. The positive relationship between pipeline
uptime and the reduction in MTTD depends directly on the
MTTD, published data indicate that the organizations, which
have sub-five-minute MTTD, have uptime above 99.5% in
all cases [12], [24].

False alert rate is a significant trade-off that is reported
in the literature. Global observability models that have
numerous sources of alertness can initially surge the number
of alerts, unless there are composite alerting and dynamic
threshold based on machine learning. Reviewed studies
always show that cross-signal composite alerts yield a lower
rate of false positives than single-signal threshold alerts, 5-10
percent versus 30-50 percent [21], [27]. Nevertheless, the
computational cost grows to around 1% of basic
instrumentation up to 234% of ML-enhanced systems, a
trade-off that is deemed by several studies as a compromise
considering the much less human toil necessary by
investigation of alerts [28], [29].

6.3. Tooling Comparison

Table 2 is a comparison of observability tooling stacks
recorded in literature. Prometheus using Grafana is found in
67% of published pipeline designs, but needs to be integrated
to trace [18], [30]. The use of OpenTelemetry increased by
28 to 56 percent in cloud-native organizations in 2022 to
2024 expanding it to become the industry instrumentation
standard [16]. At pipeline scale data volumes, commercial
solutions such as Datadog are cheaper but have faster time-
to-value.
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Table 2. Comparison of Observability Tooling Stacks

Feature Prometheus + Grafana | OpenTelemetry | Datadog ELK Stack
Metrics Strong Strong Strong Moderate
Traces Limited Strong Strong Moderate
Logs Via Loki Strong Strong Strong
Cost Open Source Open Source Commercial Open Source
Scalability High Very High Very High Moderate
Pipeline Support Requires Custom Extensible Built-in Requires Custom

6.4. Cross-Study Benchmarking

The third step of the data analysis process was the cross-
study benchmarking where the reported outcomes were
compared with four levels of observability maturity namely
traditional monitoring, basic observability, full framework
observability and ML-augmented observability. The
benchmarking analysis showed that there was a consistent
flow in the operational effectiveness on each of the five
major metrics as the organizations moved over the maturity
levels. It is interesting to note that transition to traditional
monitoring to basic observability produced the greatest
improvement in MTTD, with a range of 60 to 78 percent
improvement, whereas transition to full framework to ML-
augmented observability produced the most significant
improvements in false alert reduction, of 5 to 10 percent to 3
to 7 percent. The results of this finding indicate that various
maturity transitions generate disproportionate payoffs in
various areas of operation and organizations should prioritize
their investments in observability depending on the particular
areas of operation that they are interested in alleviating pain
[20], [27].

The cross-study benchmarking had also shown other key
sector-specific patterns. Financial services organizations,
with high-volume, low-latency data of transaction volumes,
had the highest improvement of MTTD of 93 to 98 percent
but also the highest implementation costs because of the
strict regulation requirements on audit trails and data
retention. The best returns were registered in terms of data
loss reduction by the healthcare organizations which were

necessitated by the sensitivity of patient data integrity
whereas the e-commerce organizations recorded the highest
returns on investment since the pipeline reliability was
directly proportional to revenue generation. The most
evidence on the topic of scalability issues was provided by
telecommunications organizations, which run some of the
highest-volume ingestion pipelines ever reported in the
literature in the form of high-cardinality metric management
and trace sampling at scale [28], [29], [34]. Taken together,
the information analysis supports the conclusion that the
implementation of the complex observability frameworks
that include the telemetry-based instrumentation have the
significant and consistent effect of improving the operational
performance of the data ingestion pipelines in the industries,
technology stacks and organizational contexts, as well as the
necessity of customization of the implementations strategies
to the needs of the operational priorities and constraints.

6.5. Literature Best Practices

Separating telemetry and data transport, such as via
vendor-neutral instrumentation through OpenTelemetry,
tiered trace sampling combinations of head-based and tail-
based, and observability-as-code  with  controlled
configurations are among the repetitive trends in published
architectures and making observability data a first-class data
product, with quality guarantees. Mahida laid down the fact
that observable organizations implement observability in the
development process through the assistance of code review
checklists and deployment gates [31].
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7. Challenges and Mitigation Strategies

High-cardinality —metric management has been
mentioned as the most common challenge in the literature
reviewed. The product of tenant, source, stage, and error type
dimensions in multi-tenant pipelines processing the data of
hundreds of source systems makes millions of unique time
series, which is beyond the operational scaling limits of
metrics storage systems like Prometheus [32]. Published
mitigations consist of tiered aggregation at the collector level
where high cardinality metrics are pre-aggregated and the
OpenTelemetry Collector configuration uses cardinality
limiting rules and exemplars to associate aggregated metrics
with detailed traces in order to investigate them. Cardinality
management is the commonest cause of observability system
degradation in production environments [33].

At a production level, the trace sampling would also
need multi-level approaches that introduce the issue of
statistical representativeness. Published comparisons of
metrics calculated by use of sampled traces with directly-
measured pipeline metrics are found to have less than 2500
percent variation in aggregate statistics [17]. Although tail-
based sampling is efficient in tracing errors, it trades memory
overhead at the collector which has to be prudently
controlled to avoid out of memory situations [33]. The issue
of alert fatigue is here to stay, as it revealed that in
companies with undeveloped observability, a third to half of
engineering hours is devoted to tracking down false alerts.
The most common solutions have been integration with
change management systems to silence alerts when
maintenance is known to occur, and feedback loops to allow
operators to false positively mark models to be retrained
[34].

Lastly, organizational and cultural aspects are always
found throughout the literature as being as important as
technical implementation to reach observability maturity. In
a survey-based study, Hasan et al. [39] established that the
best-performing organizations consider observability in the
development processes by using code review checklists,
deployment gates including observability acceptance
requirements, and special training courses [35]. Published
case studies record that in case of the lack of such cultural
embedding, observability tooling is not adopted after the first
implementation and engineering teams fall back to ad-hoc
debugging.

8. Future Directions

The literature reviewed gives several promising
directions. To start with, the combination of large language
models with observability data opens up possibilities of
querying the pipeline state through natural language and
incident summarization using automated methods. The initial
published studies of retrieval-based generation on top of
telemetry data demonstrate encouraging outcomes in the
context of transforming the alerts regarding technical
anomalies into business-impact evaluation available to non-
technical users. Second, closed-loop control to achieve
autonomous remediation which involves anomaly detection
and Kubernetes-encoded may automatically scaled resources,

restart failed stages or rerouted traffic without human
intervention [7]. Theoretical proof-of-concept
implementations have been published, and it is feasible, but
has not been adopted, especially in production, because of
safety concerns. Third, the techniques of causal inference
based on telemetry data might help separate correlated
symptoms and root causes by constructing causal graphs and
interventional analysis. Fourth, eBPF technology is zero-
instrumentation and has 60-80-percent lower overhead than
application-level instrumentation, and instruments the
telemetry of the kernel without altering code [36]. Lastly,
pipeline-specific SLIs would be standardized via industry
working groups, making cross-organizational benchmarking
possible that would overcome the definition inconsistencies
of metrics found throughout the literature reviewed.

9. Conclusion

The presented paper includes a thorough structure of
operational telemetry and observability of data ingestion
pipelines synthesized based on the systematic literature
review of peer-reviewed articles, industry reports, and
published case studies published in 2018-2024. The four-
dimensional observability model with infrastructure, pipeline
process, data content, and end-to-end lineage offers a
formalized way of instrumenting and observing ingestion
workloads meeting the special needs of the data-intensive
systems that are not covered by the conventional application
monitoring.

The empirical data analysis shows that the comparative
analysis of published results confirming the components of
comprehensive observability structures include 60-93%
decrease in the meantime to detect failures, 55-86% decrease
in the meantime to resolve incidences, pipeline uptime
improvement 99.5-99.95. The combination of machine
learning-inspired anomaly detection with telemetry systems
is always linked with additional gains, especially the
minimization of the false alarms to 3-7 percent and the
sensitivity of the detection to over 95 that facilitates
transition between reactive incident response to proactive
maintenance.

The main lesson that may be learned out of the
synthesized literature is that observability in data pipelines
has to be instrumented in fundamentally different ways
compared to application observability. Not only the data
infrastructure and processes have to be monitored, but also
the data itself; it is essential to ensure that all data flowing
through the system is monitored at the data content level,
statistical properties as well as compliance with the schema
and data freshness. This data observability methodology
allows the identification of insidious quality degradation that
cannot be identified by infrastructure metrics alone, a
discovery also repeatedly validated by the evidence base
published in the financial services, telecommunications,
healthcare, and e-commerce domains.

The wused method of secondary research allows

generalization of the results of a large number of
organizations, industries, and technology layers than a single
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primary research would allow. Nevertheless, the weaknesses
of secondary data (such as publication bias on successful
implementations, reporting heterogeneity in studies and the
fact that tools and practices are constantly evolving) imply
that future primary research, especially controlled
experimentation among observability methods using
consistent settings, would reinforce the results shown herein.
The reliability of the ingestion pipelines in operations is a
strategic issue as organizations continue to move toward a
higher level of reliance on data driven decision-making, and
the framework described in this paper presents a practical,
evidence-based, standards-driven strategy toward the kind of
observability needed to ensure high reliability of production
data infrastructure.
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