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Abstract - Cross-border e-commerce (CBEC) data governance encompasses frameworks, processes, and mechanisms for data
management and usage by an enterprise and its stakeholders. It has become a significant trend and research theme in the era
of the rapid international expansion of e-commerce businesses. Since 2016, cross-border e-commerce data governance has
been a critical area of study across the international community. Existing contributions, however, primarily focus on
commercial and operational services of e-commerce, without consideration of supporting data governance architectures. A
scalable data governance architecture is essential to enabling sustainable e-commerce development. A set of architectural
principles and guidelines has been developed based on the definition and components of cross-border e-commerce data
governance. These emphasize modular building blocks and service-oriented governance components and enable scalable,
maintainable, and evolving data governance in hybrid, multi-cloud, and cross-border e-commerce deployments. To validate
these architectural findings, a pictorial approach to cross-border e-commerce case description has been applied, and
reference architectures for cloud platforms supporting data governance in CBEC have been established.

Keywords - Cross-Border E-Commerce Data Governance; Cloud Computing; Data Localization And Residency; Data
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1. Introduction

Cross-border e-commerce refers to the act of purchasing or selling goods, services, or information via the Internet across
geographical borders for business or personal usage. Rapid developments in technology and globalization have opened up
opportunities for businesses to engage in cross-border sales, thus creating a new market for consumers, businesses, and the
overall economy. Nevertheless, regulatory issues arise with conducting e-commerce. A major issue confronting e-commerce
companies is that traditional guidelines on the physical location of business and commerce offer no guidance as to the
appropriate guidelines concerning an electronic marketplace that has a global presence. These compliance problems are
compounded by the difficulties firms encounter in dealing with the different laws and regulatory requirements (e.g.
immigration, custom requirements, data protection laws, tax regulations) of their customers' markets. Thus, it becomes clear
that problems associated with cross-border e-commerce can be categorized into two costs: compliance costs and transactional
costs, which, ultimately, affect firms' international competitiveness and prospects.

The growing number of legal, regulatory, cultural and institutional differences will ultimately inhibit the development of
the global Internet and cross-border e-commerce. Consequently, as the business phenomenon spreads worldwide, a solution to
the cross-border e-commerce issue will be necessary for firms to respond effectively and develop their business internationally
in an electronic manner. Therefore, intelligent agents or intermediary systems could be a solution for overcoming the
differences between legislative regimes in different countries and meeting limitations and boundaries emerging from the
Internet's global nature. These agents could help to establish the appropriate communication links between businesses and
consumers to aid transactions and minimize risks.
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Figure 1. Optimization of Cross-Border E-Commerce (CBEC) Supply Chain Management
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1.1. Background and Significance

Cross-border e-commerce refers to transactions in which goods and services are sold from one country to customers in
another, with the payments usually being handled in a different currency and often routed through another country or region.
The characteristics of the resulting data flows present novel challenges for data governance in cloud computing systems. By
data governance, one means the specification and enforcement of policies about who can actively or passively participate in the
creation, storage, use, or deletion of specific datasets. Policies can be created, maintained, and enforced by IT departments,
data providers, or even end users depending on the quality and amount of information they have been given or attained.

A critical aspect of these policies is the risk associated with a user’s or a system’s attempt to obtain a dataset. In general,
this governance can be performed by specialized governance services in the cloud. Unlike traditional on-premise data centers,
these services can be hosted in a manner that enables them to be single points of delivery and availability for multiple, possibly
distributed, deployments of cloud components across multiple organizations and geographical locations. Such a native, service-
oriented, and global approach allows service providers, such as laaS and PaaS, to make the governance of data easier by
offering modular building blocks, thus speeding up the implementation of cloud systems without sacrificing security,
scalability, and reliability.

Equation 1: Cross-border e-commerce “two-cost” model
Step-by-step derivation
Step 1: Define the two cost components

e Let Ceomp= compliance cost

e Let C,,= transactional/operational cost

Step 2: Define total cost
Ctotal = Ccomp + Ctxn

Step 3: Compare architecture options
For each architecture option a(e.g., local residency, regional stores+failover, global replication+logical segregation, split-by-
subject-matter), define:

Ctotal(a) = comp(a) + Ctxn (a)

1.2. Research design

The study proceeds through literature reviews, analytical case studies, and a data governance benchmarking framework.
The data governance architecture directly delivers a dashboard presenting high-level design for a cross-border e-commerce
example, supported by clarity of purpose, definition, and identification of commonly occurring failure patterns. Three
dimensions of subsequent research work are proposed: future work devoted to increasing data-sharing economies, privacy-
preserving data markets, and architectures enabling cross-border data flows in accordance with compliance requirements.

Cross-border e-commerce is driving the economy but struggling with data governance, as businesses seek a better cloud
architecture enabling compliance with multinational privacy regulations. Inadequate data governance structures are often a
major contributing failure factor when simulator models are deployed to support decision-making, mission assurance, and risk
assessments. A modular cloud-based architecture for the governance of data across multiple continents, enabling a global data
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economy while permitting the changing relationships of demand-side and supply-side stakeholders, presents an innovative
approach addressing many of the common failures.

2. Fundamentals of Data Governance in Cloud Environments

Data governance architecture for cloud deployments in global jurisdictions is critical to ensuring access, privacy, security,
compliance, and risk for cross-border data within business ecosystems. Data ownership, stewardship, compliance, privacy, and
jurisdictional considerations are important building blocks that must be addressed in order to support governance services and
patterns for multi-cloud and hybrid deployments.

Ownership as a legal concept defines the rights, privileges, and responsibilities associated with an asset on a territory. Data
ownership also governs how cross-border data can be used and the level of risk associated with the data. Discrete roles are
defined within the data governance framework, and the associated responsibilities assigned to people fulfilling those roles.
Responsibility flows through the lifecycle of cross-border data in the governance framework, and accountabilities are
associated with each decision in the lifecycle. Data stewardship for cross-border data in the cloud is normally located across
multiple jurisdictions, and the data stewardship framework identifies who is responsible and accountable for individual parts of
the stewardship lifecycle across the territories and sectors involved in the data transfer. Cloud service tenants or clients may
ultimately be requesting a set of data governance services that allow them to control, manage, and monitor the ownership and
stewardship of their data across the cloud environment, and that of data belonging to third parties, thereby fulfilling their
governance obligations. The implementation of a service-oriented approach based on modular service development provides a
viable route to ensuring the establishment and maintenance of cloud-based data governance solutions, thereby making them
scalable and manageable.

~
State Data Centres

Figure 2. Fundamentals of Data Governance

2.1. Data Ownership and Stewardship in Global Contexts

Data governance in textual form is ownership and stewardship management (who owns what and who is in charge)
covering the entire data lifecycle. At the base level, data ownership can be described in terms of three models: full ownership
(by an entity in a single jurisdiction with a legal right to use its data), collective ownership (e.g., by an association of countries
or multinationals), and restricted ownership (e.g., by an entity from one jurisdiction making use of another jurisdiction’s data).
Each model introduces a specific set of requirements as to how ownership can effectively be maintained and asserted. Beyond
ownership models, the roles and responsibilities assumed by the actors involved in these three standard ownership models are
defined and update the stewardship life cycle proposed by the Data Management Association. End-to-end governance of the
life cycle requires the articulation of organizing, controlling, and accountability mechanisms that ensure the fulfillment of duty-
of-care obligations and the exercise of associated powers, rights, and responsibilities. These elements can be monitored and
controlled through a framework compatible with the basic principles of data governance.

2.2. Compliance, Privacy, and Jurisdictional Considerations

Governance prescribes the lawful and authorized use of data and information within an organization by establishing a
comprehensive framework of approved policies, procedures, standard operating procedures, business processes, and
guidelines. Data protection and privacy laws, industry standards, corporate regulations, and other requirements that establish
accountability and governance within organizations can aid the establishment of a governance framework. In a cloud
governance context, existing legal and regulatory frameworkssuch as information security standards and regulations for data
protection and privacy; local data residency and localization laws; sectoral laws and standards based on information criticality,
availability, and reliability; laws encouraging data sharing; and laws encouraging responsible Alare some of the controls that
require the inclusion of cloud governance as part of the governing organization’s overall governance framework.

Decentralized operations and a multi-cloud set-up create complexities for a governance framework establishment. Non-
compliance or inadequate controls can lead to severe business implications and loss of public trust. Risks related to compliance
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failures not only legal but also financial, operational, and reputational must be addressed by organizations to ensure effective
governance. An alternative pattern to enable compliance is to go for a zonal approach and localise part or all of the data and
workloads of a cloud offering in a specific jurisdiction. The compliance patterns in this context can also include auditability
(monitoring and logging capability) and data quality instrumentation (assurance of completeness, soundness, freshness, and so
forth) required to achieve integrity and trustworthy governance.

Equation 2: Policy-driven access control (RBAC/ABAC) — decision function
Step-by-step access decision equation
Step 1: Model an access request
Let a request be:
q=(sratc)

where
e s=subject (user/service), r=resource (dataset), a=action (read/write),
e t=time, c=context (location, device posture, jurisdiction, etc.)

Step 2: ABAC attributes

Let:
e Attrg(s)= subject attributes (role, department, country, trust level...)
e Attrg(r)=resource attributes (PII tag, region tag, sensitivity...)
e Attro(c)= context attributes (request region, network zone...)

Step 3: Policy as a predicate
A policy Pevaluates to true/false:
P(q) = P(Attrs(s), Attrg (1), a, t, Attrc(c))

Step 4: Final decision
Permit, if P(q) = true

Decision(q) = { Deny, otherwise

3. Architectural Principles for Scalability

Scalability is a key consideration in cloud data-governance architecture for cross-border e-commerce. Modular services,
decoupled policy engines, and policy-driven control mechanisms can ensure that cloud governance grows in capability as
needed, rather than becoming increasingly difficult to maintain.

Governance is not a core part of cloud computing; it is a set of services that are needed less frequently than cloud
computing itself, but needed more frequently than traditional business-process controls that can be established and then largely
forgotten. The lead-in to cloud-based e-commerce is a good time to implement these modular services. The governance
architecture must support the requirement for organizational agility during the initial phase and, gradually, student and cloud
governance applications must develop in parallel to meet the inevitable student cloud needs as e-commerce matures. The rapid
evolution of cloud technologies is well serviced by the industry community, but the implementation of governance
mechanisms in student environments involves much more than technology.
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3.1. Modular and Service-Oriented Governance
Data governance services that can be deployed or modified independently enhance scalability and support a greater variety
of solutions. Governance functions can be realized as cloud services with standardized interfaces. Policy engines can be
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decoupled from the services triggering them, allowing scaling to match the volume of policy updates rather than usage
patterns. Complete decoupling supports policy harmonization across different clouds without duplication. New governance
functions for specific use cases can be developed, deployed, tested, and governed independently, enabling a fast follower
strategy for supporting emerging compliance requirements.

Vendor solutions for identity and access management increasingly take the form of modular services. Access control
decisions leverage an external attribute store through a standard API, allowing enterprise administrators to implement attribute-
based rules while enabling resource owners to manage more granular role-based access lists. Data and workload owners can
determine data segmentation strategies and assign segment labels, which are then applied automatically by the storage systems.
Segmentation can take place at the data item level, with individual customer records grouped in different segments, or on
larger units, such as store catalogs.

Equation 3: Data tagging & segmentation — partition + enforcement
Step-by-step segmentation model

Step 1: Define a dataset

Let dataset Dconsist of records x € D.

Step 2: Define a segmentation (tagging) function
g(x) = segment label

Examples: g(x) = "EU", g(x) = "IN", g(x) = "PII_HIGH"

Step 3: Induced partitions
For each label ¢:
D,={x€eD | gx)=1*}

Then:
D= UD[andD[ NDy =0@ford 4
7

Step 4: Enforce policies per segment
Let the policy depend on segment label:
P(q) = P(¢
=g(),
Attrg(s), a,
Attr (¢))

3.2. Policy-Driven Access Control and Data Segmentation

Policy-driven access control governs the actions that users can perform on data. Data can have different protection levels
and can also be shared with other users according to business needs, access policies governing data confidentiality and data
sharing being decided by the data owner. Access control policies can be expressed using formal languages that enable
automatic verification. A variety of policy models have been developed to cover the different requirements, including attribute-
based access control whose authorizations depend on user attributes; role-based access control whose authorizations depend on
roles that can be assigned to users; and other models that enable the definition of complex relations between users and
resources like lattice-based models.

Data in multiple jurisdictions can also be naturally tagged for privacy and other purposes, enabling the adoption of suitable
data segmentation strategies. Tagging is not performed in the application code, but using dedicated processes that are
automatically triggered when data are ingested, thus avoiding any modification in the application code and enabling
transparent enforcement of data compartmentalization. Data are physically partitioned according to one or more attributes (e.g.,
by region, by department), and access control rules utilizing the same segmentation attributes are defined in the data store
layer. Sensitive and regulated data are tagged with extra metadata that allows the definition of more fine-grained controls both
at data store level and at data processing level.

4. Cross-Border Data Flows and Localization Strategies

E-commerce data flows commonly traverse multiple countries and jurisdictions, introducing various legal and
jurisdictional challenges for both service providers and data subjects. E-commerce transactions frequently entail personal data
belonging to individuals from different regions. Additionally, the databases supporting such transactions often involve users
residing and accessing these services from various countries, resulting in cross-border data flows. Mismatched expectations
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about data protection or data lattice policy between service providers and data subjects might give rise to significant legal
consequences. Data localization laws enacted in many jurisdictions exacerbate the situation by imposing restrictions on data
export.

Four categories of data legislation, localization mechanisms, and options for satisfying data sovereignty considerations are
addressed: residency and sovereignty requirements that specify where e-commerce-related data must be stored and processed,;
direct mechanisms for transferring data outside a region that address the use of data-centric services (e.g., payment networks);
indirect data export channels, found in platforms providing a data-as-a-service model, that involve the travel of supporting
services for data communications; and customized architectures that align with the logic of data subject matter split,
highlighting the division of data collections into dedicated regions for support by dedicated regional data stores. Each category
is described in detail, and associated advantages and limitations are summarized.
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Figure 4. Cloud Architecture Model with Layers Saas, Paas, And laas

4.1. Data Residency and Sovereignty Mechanisms

The various data residency options available for organizations engaged in international e-commerce operate at different
layers of a cloud solution, allowing businesses to choose the most suitable strategy according to their use cases, cloud
architecture, and risk appetite. The most straightforward approach is local data residency (local location), where companies
leverage the means of a cloud provider to host the data in the country from which they serve their customers and yet without
exposing their data to the governing authorities of that country. With dual or multiple locations of business operation, the same
model is replicated to maintain data sovereignty, with a separate cloud provider from that of the main operation business being
engaged solely for Data Residency. Cloud providers operating with a decentralized approach can offer the next layer of
solutions with a specially designed architecture that allows the deployment of regional data stores to provide data residency
and data processing locality with the extra benefit of high service availability through region failover.

At the other end of the risk spectrum are cloud operations taking advantage of a global data distribution and replication
mechanism, where the operations are primarily hosted in a different cloud provider region from the customers yet with extra
measures of logical data segregation. The naturally replicated nature of the cloud service enables customers’ data to be
automatically replicated to the nearest cloud provider region transparently at the application level, with the associated safety
and security risk managed through the security mechanisms in place. The solution neither guarantees that data remains in the
country during normal operation nor offers the fastest access and response time for customers. Instead, it enables organizations
using a cloud solution, directly or indirectly, to cater to cross-border customers’ requests at the lowest risk level.

Equation 4: Multi-cloud policy reconciliation — conflict detection
Step-by-step conflict definition

Step 1: Two policies

Let P, P,be policies from different clouds.

Step 2: They conflict if they disagree on at least one request
dq:
) # P(q)

Pi(q
Step 3: Equivalent logical form

dq:
(P1(Q) A —|P2(Q)) \
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(=P1(q) A P(q))

Step 4: Resolution strategies

The paper suggests resolution via replacing contradictory policies or prompting user choice, plus maintaining version
history/audit trail.

Scalable Cloud Data Governance ...

A simple formal “priority override” (example) is:
p _ {Pl (q), ifpriority(P;) > priority(P,)
merged (9) = P, (q), otherwise

4.2. Data Transfer Frameworks and Standards

Standardized contractual clauses facilitate secure cross-border data transfer, yet additional mechanisms could enhance
protection. Three complementary privacy risk reduction techniques can be integrated to bolster security during e-commerce
transactions. The first involves applying the principle of Privacy by Design, which aims for privacy protection at each stage of
product development — planning, design, implementation, testing, release, and modification. Privacy risks arising from data
flows should be actively detected and managed at these stages. The second technique draws on well-known information
security models. Security threats that could compromise the confidentiality and integrity of personal information during data
transfer are identified, and security measures proposed for implementation. The third technique uses Privacy by Design within
a security risk transfer mechanism to mitigate risks associated with potential security breaches. Related work in these three
areas provides the foundation for creating a more comprehensive risk transfer mechanism.

Privacy-by-design principles can also enhance the protection of cross-border data flows, helping to clarify where
responsibility lies for handling complying personal data, including supporting data for e-commerce transactions. Initial steps
toward integrating these principles are explored, focusing on the established privacy-by-design case study lifecycle
methodology. The fairness and acceptance of standard contractual clauses as a mechanism for transatlantic data transfer has
been questioned in recent scholarship, highlighting the need for empirical validation from both parties — organisations and
individuals. Proposed complementary instruments, implemented and tested, could help reduce the privacy risk faced by (cross-
border) e-commerce service providers and their customers alike, making transactions a little less privacy anxious.

5. Cloud Platform Architectures for Governance

Identity, Credential, and Access Management (ICAM): a foundational cloud service to determine who can access data,
where and when they can access it, what resources they may be given access to, and whether they should be trusted to validate
their claims when seeking such information. ICAM associates identity attributes with a subject and evaluates these attributes
along with other conditions when considering access requests to cloud resources. User identities may come from outside the
system, such as a user authenticating through a third-party provider, or from multiple clouds federating their user bases.

A cloud-integrated ICAM service may improve security by providing the organization with finer-grain control over the
access policies applied to its cloud deployments, reduce the overhead of supporting multiple user repositories through
federation, and provide a single point for incident management. Support for single sign-on across clouds and for managing the
lifecycle of identities simplifies users’ experiences while reducing the chances of password-related incidents. Displaying
multiple-status notifications for the components of a trust fabric that supports identity federation allows rapid incident response
while maintaining service availability. Consistency of user identities across clouds may make it easier to manage privacy and
other compliance risks and to enforce privacy-by-design policies throughout the data lifecycle.

Data Catalogs, Lineage, and Metadata Management: Data governance relies on knowledge of what data exists, who owns
it, how to access it, what risks it entails, and how accurate and complete it is. Data catalogs help operationalize that knowledge
and support key governance workflows (e.g., risk assessment) by enabling the discovery of datasets and data sources within a
cloud platform, with the associated features, characteristics, and quality metrics. To support these workflows, a cloud platform-
integrated catalog should semantically integrate metadata from disparate sources, track and assert the lineage of both the
datasets and the data-related artifacts, and expose searchable indexes.

Equation 5: Scalability of decoupled governance services — throughput scaling curve
Step-by-step scaling equation (illustrative but standard)
Step 1: Ideal linear scaling
If each additional instance adds capacity:
T(n) = nT,

Step 2: Add coordination overhead
In practice, overhead increases with n. A common “sublinear” toy model is:
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T(n) = Tyvn

5.1. Identity, Credential, and Access Management (ICAM)

Cloud Identity Credential and Access Management (ICAM) refers to the capability of defining access policies in a cloud
environment encompassing “who” (identity), “what” (the protected resource), and “how” (the access approach, entailing
explicit and implicit [role or attribute-based rules]) a protected resource can be invoked, along with the full Life Cycle
Management for Authentication, Authorization, Auditing and Accounting functions of the Identity Credentials and Access
Management. A well-defined Architecture can strengthen the Cloud Governance particularly in the following areas:
establishment of Federated ldentities, Single Sign-On scenarios, Full Life Cycle Management of Identity-Credentials and the
establishment of an Identity-Fabrics aiding Authentication & Authorization across Cloud Services.

User, Service and System identity must be shared across the Clouds, Private and Public in a seamless manner located in a
common trust fabric. This includes enabling appropriate Single Sign-On (SSO) scenarios for Users and Systems. The Identity
continually needs to be monitored and the Credential pushed through the Life Cycle Management process by the Policy &
Process Engines. An ldentity Incident Response Combined function must also be included in the overall Governance stack to
manage Events and Incidents raised whenever an identity has non-compliant behaviour or when the Credential is missing or
not functioning (eg. password corrupted or expired).

Illustrative total cost decomposition by residency architecture
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Figure 5. Compliance and Transaction Cost Breakdown by Residency Strategy

5.2. Data Catalogs, Lineage, and Metadata Management

Metadata management provides a base for cloud governance activities by supporting key capabilities in data discovery,
lineage understanding, quality assessment, and legal compliance. Metadata models for these capabilities must align with
governance policies and objectives and encompass ICAM data to ensure access integrity. Data catalogs are central for
searchable metadata that identifies critical data carriers and supports cross-border auditing. Data lineage is vital for assessing
data quality and for understanding the context of data flow across jurisdictions, especially when data is integrated for analytics.

A data catalog supports a searchable repository of datasetsespecially those whose governance properties must be audited
or enforced, such as Pl data that requires explicit consent for processing. The auditability dimension requires metadata to
identify such datasets and describe associated data-tagging processes. The catalog also serves as the main interface for
discovering data quality metrics captured during governance workflows and lineage information generated during automated
data-processing pipelines or explicitly defined.

The determination of data lineage and the assignment of quality metrics rely on the availability of a flow-aware metadata
model that communicates person-based, technical-, and resource-facing metadata and is interoperable with other metadata
management solutions through common models and industry standards. To improve completeness and accuracy, data lineage
should be automatically captured from end-to-end processing pipelines or explicitly defined by data custodians.

Lineage-based data quality metrics support consistency and risk assessments by describing the condition of data assets and
the degree of confidence in the conclusions drawn from these assets. Given the impact of data quality on the governance of Pi
data, the tracking of data-quality metrics at various levels, enabled by an appropriate quality parent-child relationship, is of
particular importance. The association of data-grouping relations with legal metadata tags enables privacy-by-design
integration of data-quality metrics.

6. Governance Patterns for Multi-Cloud and Hybrid Deployments

Cloud providers encourage customers to leverage multiple providers for different workloads rather than relying on a single
cloud provider. However, this offers the risk of introducing governance disparities across these clouds. Disparities in
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governance (e.g., conflicting policies), combined with concerns over a single point of failure, dictate greater need for multi-
cloud deployments. Therefore, it is imperative to ascertain the characteristics that enable enterprise governance patterns for a
multi-cloud environment.

Three desirable characteristics for governance across multiple clouds are consistency, interoperability, and standardization.
Consistency prescribes supporting similar, yet possibly not identical, governance models across clouds. Interoperability
enables interactions across clouds and products (e.g., using one cloud’s service to govern services in another cloud., supporting
personal information and user access controls across clouds). Standardization permits the creation of a reference architecture,
including reference model diagrams and schemas for governance. Coordinated governance across clouds is also vital to
minimize regulatory and compliance risks. The presence of multiple clouds also leads to the policy reconciliation pattern,
addressing conflicts, versioning, and audit trails. While service deployment on multiple clouds using infrastructure as code
often has deployment consistency across different clouds, services and their related processes require specialized handling and
synchronization. It is important to ensure that policies dealing with security considerations are also aligned across clouds.
Interoperability testing, with the involvement of different stakeholders and user groups, ensures that applications and services
offered from distinct environments work as required and enable multi-cloud and hybrid cloud solutions.

lllustrative scaling of decoupled policy engine
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Figure 6. Scalability Performance of a Decoupled Policy Engine

6.1. Consistency, Interoperability, and Standardization

Governance patterns for multi-cloud and hybrid deployments encompass consistency, interoperability, and standardization
criteria. Reference architectures are necessary to maintain consistency, localize secrets and credentials, alleviate latency, and
reduce data exposure risks. Multi-cloud services should ideally store data in the same region as the user, while services with
higher datasets should be localized to avoid excessive latency. Using the same cloud provider for data transfer operations can
further enhance performance.

One of the primary sources of inconsistency in a multi-cloud environment is schema misalignment. When multiple clouds
either share a federated database or store replicas, metadata definitions must be identical across clouds. Additionally,
applications deployed on different clouds that consume the same data must conform to the same schema and data model.
Policy standardization not only simplifies data exchange but also reduces the effort required for data governance. Cloud
policies are typically written in a proprietary language native to the vendor.

6.2. Policy Reconciliation across Clouds

Governance across hybrid and multi-cloud deployments benefits from consistency, standardization, and reconciliation
approaches. Reference architectures and implementations reduce complexity, while alignment of data formats, schemas, and
vocabulary facilitates communication between cloud instances from different providers. Furthermore, policy agreements that
determine capabilities and restrictions of inter-cloud interactions have implications for their governance. Integrated testing of
interoperability between cloud platforms also guides the definition of harmonized policies.

Conflicts in cross-cloud policies can arise due to multiple sources providing governance. Policies defining provider
capabilities and inter-cloud interactions should be developed independently from the cloud platforms themselves. Governance
as a service can be approached as a multi-cloud operation with each service provider offering their defined policies as a
separate instance. These actions follow a conflict detection mechanism, with formal verification defining the conditions under
which a conflict arises. When a conflict is detected, resolution strategiessuch as replacing contradictory policies or prompting
the user for choicecan direct control flow for policy handling. A history of versioning, source information, and change reasons,
along with an audit trail, supports thorough scrutiny of changes.
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7. Conclusion

Cross-border e-commerce data governance often emphasizes addressing privacy and data protection regulations. However,
such obligations are insufficient, else blockchains would be inherently free of GDPR concerns. Moreover, focus merely on the
regulatory aspect ignores other critical components of cross-border e-commerce data governance, such as compliance with
commercial laws, tax avoidance, certification of data reliability, data access security, and attributions. To elaborate on the
factors further, cross-border e-commerce data governance should be perceived as a capability for international electronic
commerce data governance, possessing a wider scope. For example, it must address privacy and data protection regulations,
certification of cross-border e-commerce data reliability, and international laws that influence the trade of data geographical
resources in cross-border e-commerce.

While data localization, understood as residency without strict ownership, could tackle the aforementioned legal
challenges, data sovereignty remains especially difficult within a logic of data localization that eschews ownership-style
control. Strategy battles are thus inevitable: regions or countries that require strict data localization will find other regions able
and willing to manage cross-border flows of personal data, offering lower latency for Asia-Pacific traders. In this context,
nations with a more permissive data transfer regime may benefit from their offer of lower latency for cross-border data
transmission. Nevertheless, recent decisions in the higher courts of the United Kingdom and the United States appear to expand
data protection on a jurisdictional basis, suggesting that cross-border data trade may be limited or at least slowed down by data
sovereignty-based restrictions.

Table 1. lHlustrative Scalability Table

Tenants | Throughput (K requests/s)
1 80.0
5 178.9
10 253.0
25 400.0
50 565.7
100 800.0

7.1. Future Directions

Open questions related to cross-border data governance remain abundant. Most prominent among these, are the
implications of regulating system requirements on cloud governance implementation. For example, operationalizing automated
approaches for data classification, residency determination, and (privacy) risk evaluation as part of the system setup. Another
consideration concerns the evolution and convergence of the regulatory landscape and its implications for multi-cloud and
hybrid operations. Rising ecosystem capabilities and requirements are likely to require increasing rigor in data governance.
Therefore, evaluation of deployment patterns supporting the articulation of privacy-by-design principles, service-level
agreements supported by standard contractual clauses, and ecosystem-enabled approaches remains a focus area. Further service
ecosystem enablement considerations encompass support for cross-border data flows and automatic incident response.

As industry platforms converge through mergers and acquisitions, an MPaaS solution might become a feasible
opportunity. Architecture, software, and tooling convergence among MPaaS providers will necessitate standardization in the
travel, transport, health, and personal finance domains. Related developments will also encourage the definition of cloud-native
industry solution patterns, alongside their governance implications across cloud service models and environments.
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